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S HRE
“Section 1.1. Classification Standards.
(a) Information may be originally classified under the terms of this order only if all of the following conditions are
met:
(...); and
(4) the original classification authority determines that the unauthorized disclosure of the information reasonably
could be expected to result in damage to the national security, which includes defense against transnational terrorism,
and the original classification authority is able to identify or describe the damage.”
¥ ERE
“Sec. 1.2. Classification Levels.
(a) Information may be classified at one of the following three levels:
(1) "Top Secret" shall be applied to information, the unauthorized disclosure of which reasonably could be
expected to cause exceptionally grave damage to the national security that the original classification authority is able
to identify or describe.
(2) "Secret" shall be applied to information, the unauthorized disclosure of which reasonably could be expected to
cause serious damage to the national security that the original classification authority is able to identify or describe.
(3) "Confidential" shall be applied to information, the unauthorized disclosure of which reasonably could be
expected to cause damage to the national security that the original classification authority is able to identify or
describe.”
O g
“Sec. 1.4. Classification Categories.
Information shall not be considered for classification unless its unauthorized disclosure could reasonably be expected
to cause identifiable or describable damage to the national security in accordance with section 1.2 of this order, (...)”
O HME
“Artigo 2.° Ambito do segredo de Estado
1 - Sdo abrangidos pelo regime do segredo de Estado as matérias, os documentos e as informagdes cujo conhecimento
por pessoas nio autorizadas ¢ suscetivel de por em risco interesses fundamentais do Estado.”
2 BERE

“(Designation of Specially Designated Secrets)
Article 3(1)The Head of an Administrative Organ (if the Administrative Organ is an organ under the collegial system,
this means the Administrative Organ itself; and if the Administrative Organ is an organ specified by Cabinet Order
which is referred to in items (iv) and (v) of the preceding Article (excluding an organ under the collegial system),
this means the person specified by Cabinet Order for each such organ; hereinafter the same shall apply except in
Article 11, item (i)) shall designate, as a specially designated secret, information concerning the matters set forth in
the Appended Table in connection with the affairs under the jurisdiction of the Administrative Organ, which is
publicly undisclosed and which is particularly required to be kept secret due to the risk of causing severe damage to
Japan's national security, if disclosed without authorization (excluding information which falls within the category
of a special defense secret provided for in Article 1, paragraph (3) of the Act on Protection of Secrets Incidental to
the "Mutual Defense Assistance Agreement Between Japan and the United States of America" (Act No. 166 of
1954)); provided, however, that this shall not apply to the Heads of Administrative Organs specified by Cabinet
Order after the Prime Minister hears the opinions from the persons provided for in Article 18, paragraph (2).”
%5 E 3 B Japanese Law Translation 49 B ® i ) R,
https://www.japaneselawtranslation.go.jp/en/laws/view/2543/enfje_apxtl - B B A EBHA XA £ R
https://elaws.e-gov.go.jp/document?lawid=425 AC0000000108 -
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ETTE
“Sec. 1.4. Classification Categories.

Information shall not be considered for classification unless its unauthorized disclosure could reasonably be expected
to cause identifiable or describable damage to the national security in accordance with section 1.2 of this order, and
it pertains to one or more of the following:

(a) military plans, weapons systems, or operations;

(b) foreign government information;

(¢) intelligence activities (including covert action), intelligence sources or methods, or cryptology;

(d) foreign relations or foreign activities of the United States, including confidential sources;

(e) scientific, technological, or economic matters relating to the national security;

(f) United States Government programs for safeguarding nuclear materials or facilities;

(g) vulnerabilities or capabilities of systems, installations, infrastructures, projects, plans, or protection services
relating to the national security;

or (h) the development, production, or use of weapons of mass destruction.”
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“ HBpE
“2 - Consideram-se interesses fundamentais do Estado os relativos & independéncia nacional, & unidade e a
integridade do Estado ou a sua seguranga interna ou externa, a preservagdo das instituigdes constitucionais, bem
como os recursos afetos a defesa e a diplomacia, a salvaguarda da populagdo em territorio nacional, & preservagdo e
seguranca dos recursos economicos e energéticos estratégicos e a preservagio do potencial cientifico nacional.
(.)
4 - Podem, especialmente, ser submetidas ao regime de segredo de Estado, verificado o condicionalismo previsto
nos numeros anteriores, documentos e informagdes que respeitem as seguintes matérias:
a) As relativas a preservacdo dos interesses fundamentais do Estado;
b) As transmitidas, a titulo confidencial, por Estados estrangeiros ou por organizagdes internacionais;
c) As relativas a estratégia a adotar pelo Estado no quadro das negociagdes presentes ou futuras com outros Estados
ou organizagdes internacionais;
d) As que visam prevenir e assegurar a operacionalidade e a seguranga pessoal, dos equipamentos, do material e das / .
instalagdes das Forgas Armadas, das forgas e servigos de seguranga, bem como a identidade dos operacionais e as
informagdes do &mbito da atividade dos érgdos e servigos que integram o SIRP;
e) As relativas aos recursos afetos a defesa e a diplomacia;
f) As relativas a protegdo perante ameacas graves da populagdo residente em territorio nacional e dos cidadéos
nacionais em Portugal e no estrangeiro;
g) As relativas aos procedimentos em matéria de seguranga na transmissdo de dados e informagdes com outros
- Estados ou com organizag¢des internacionais;
h) As classificadas com o grau «Muito secreto», no quadro normativo das SEGNAC, desde que integrem os
pressupostos materiais e respeitem os procedimentos de forma e orgénicos estabelecidos na presente lei para efeitos
de classificagdo como segredo de Estado;
i) Aquelas cuja divulgag@o pode estimular ou ajudar & prética de crimes contra a seguranga interna e externa do
Estado;
j) As de natureza comercial, industrial, cientifica, técnica, financeira ou econémica com relevéncia para a seguranga
interna e externa ou para a defesa militar do Estado;
k) As relativas & preservagdo e seguranga dos recursos economicos € energéticos estratégicos.”
S RARE
“Appended Table (Re.: Articles 3 and 5 to 9)
(i)Matters concerning defense:
(a)operation of the Self-Defense Forces or assessments, plans or studies relevant thereto;
(b)signal information, image information and other important information collected in connection with defense;
(c)collection and coordination of the information set forth in (b) or the capacity thereof;
(d)assessments, plans or studies relevant to the development of defense capabilities build-up;
(e)type or quantity of weapons, ammunition, aircraft and other objects used for defense;
(f)structure of communications networks or means of communications used for defense;

? ”\*5’159((%’\

(g)cryptology used for defense;
(h)specifications, performance or method of use of weapons, ammunition, aircraft and other objects used for
defense or of those in the research and development stage;
(i)methods of production, inspection, repair or test of weapons, ammunition, aircraft and other objects used for
defense or of those in the research and development stage;
(j)design, performance or internal use of facilities used for defense (excluding those set forth in (f)).

(ii)Matters concerning diplomacy:
(a)policies for or contents of negotiations or cooperation with a government of a foreign country or an
international organization which are important to national security, such as the protection of the lives and bodies
of the citizens or maintaining territorial integrity;
(b)prohibition on the import or export of goods or other measures that Japan implements for national security or
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the policies thereof (excluding those set forth in item (i), (a) or (d), item (iii), (a), or item (iv), (a));
(c)important information pertaining to the protection of the lives and bodies of the citizens, maintaining territorial
integrity or the peace and security of the international community or information that requires protection based
on a treaty or other international agreement, which has been collected in connection with national security
(excluding those set forth in item (i), (b), item (iii), (b), or item (iv), (b));
(d)collection and coordination of the information set forth in (c) or the capacity thereof;
(e)cryptology used in communications between the Ministry of Foreign Affairs and overseas diplomatic
establishments and for other diplomatic purposes.

(iii)Matters concerning prevention of specified harmful activities:
(a)measures to prevent the occurrence or spread of damage that is caused by specified harmful activities
(hereinafter referred to as "Prevention of Specified Harmful Activities" in this item) or plans or studies relevant
thereto;
(b)important information concerning the protection of the lives and bodies of the citizens or information from a
government of a foreign country or an international organization, which has been collected in connection with
the Prevention of Specified Harmful Activities;
(c)collection and coordination of the information set forth in (b) or the capacity thereof;
(d)cryptology used in the Prevention of Specified Harmful Activities.

(iv)Matters concerning the prevention of terrorist activities:
(a)measures to prevent the occurrence or spread of damage that is caused by terrorist activities (hereinafter
referred to as "Prevention of Terrorist Activities" in this item) or plans or studies relevant thereto;
(b)important information pertaining to the protection of the lives and bodies of the citizens or information from
a government of a foreign country or an international organization, which has been collected in connection with
the Prevention of Terrorist Activities;
(c)collection and coordination of the information set forth in (b) or the capacity thereof;
(d)cryptology used in the Prevention of Terrorist Activities.”
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“Sec. 1.7. Classification Prohibitions and Limitations.
(a) In no case shall information be classified, continue to be maintained as classified, or fail to be declassified in
order to: (1) conceal violations of law, inefficiency, or administrative error; (2) prevent embarrassment to a person,
organization, or agency; (3) restrain competition; or (4) prevent or delay the release of information that does not
require protection in the interest of the national security.
(b) Basic scientific research information not clearly related to the national security shall not be classified.
(c) Information may not be reclassified after declassification and release to the public under proper authority unless:
(1) the reclassification is personally approved in writing by the agency head based on a document-by-document
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determination by the agency that reclassification is required to prevent significant and demonstrable damage to the
national security; (2) the information may be reasonably recovered without bringing undue attention to the
information; (3) the reclassification action is reported promptly to the Assistant to the President for National Security
Affairs (National Security Advisor) and the Director of the Information Security Oversight Office; and (4) for
documents in the physical and legal custody of the National Archives and Records Administration (National
Archives) that have been available for public use, the agency head has, after making the determinations required by
this paragraph, notified the Archivist of the United States (Archivist), who shall suspend public access pending
approval of the reclassification action by the Director of the Information Security Oversight Office. Any such
decision by the Director may be appealed by the agency head to the President through the National Security Advisor.
Public access shall remain suspended pending a prompt decision on the appeal.

(d) Information that has not previously been disclosed to the public under proper authority may be classified or
reclassified after an agency has received a request for it under the Freedom of Information Act (5 U.S.C. 552), the
Presidential Records Act, 44 U.S.C. 2204(c)(1), the Privacy Act of 1974 (5 U.S.C. 552a), or the mandatory review
provisions of section 3.5 of this order only if such classification meets the requirements of this order and is
accomplished on a document-by-document basis with the personal participation or under the direction of the agency
head, the deputy agency head, or the senior agency official designated under section 5.4 of this order. The
requirements in this paragraph also apply to those situations in which information has been declassified in accordance
with a specific date or event determined by an original classification authority in accordance with section 1.5 of this
order.

(e) Compilations of items of information that are individually unclassified may be classified if the compiled
information reveals an additional association or relationship that: (1) meets the standards for classification under this

order; and (2) is not otherwise revealed in the individual items of information.”
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